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Introduction

The “iFactories” Initiative

An initiative to support the transformation of the industrial
sector towards the "Fourth Industrial Revolution" by
measuring the readiness of factories and the level of
digital maturity, and enabling them to invest in technology
infrastructure and manufacturing automation using the
Smart Industry Readiness Index (SIRI).

The Smart Industry Readiness Index (SIRI)

This index has been adopted by the World Economic
Forum to be the main index in evaluating industrial
establishments in terms of applying the practices,
tools and technologies of the Fourth Industrial
Revolution. SIRI help manufacturers — regardless of
size and sector — start, scale, and sustain their
manufacturing transformation journeys. SIRI covers
the three core elements of Industry 4.0: Process,
Technology, and Organization.

Initiative Objectives
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Reduce the unskilled workforce
and create promising quality
opportunities for Bahrainis.
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/ Increasing the efficiency of the industrial
sector and enhancing its

competitiveness locally, regionally and
internationally
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Accelerate and stimulate research,
development and innovation in the industrial
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Executive Summary

The factory transformation cycle under the umbrella of the
(Smart Factories) initiative can be summarized into 4
stages as shown below, while this guide will only cover the
first stage of it to help you conduct a self-assessment.

Factory Transformation Cycle
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Obtaining support through financing partners within

the (iFactories) initiative
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Follow up the factory performance and
monitor its transformation into a smart
factory by monitoring performance indicators

Assessment Procedure

The assessment consists of two stages:

Self-Assessment

Self-assessment: Through the self-assessment form,
where the factory management evaluates itself through
16 questions. For more clarification on the self-
assessment questions, see the appendix.

Certified Evaluation

Certified assessor: The certified SIRI assessor assesses the
factory on site according to the self-assessment
information provided and to provide technological and
digital solutions and identifying the tools necessary to
adopt the applications of the Fourth Industrial Revolution
in line with the policy and priorities of the factory.

For help and inquiries please contact

Email: iddoperations@moic.gov.bh
Phone: 17359001
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Starting with self-assessment followed by the facilitating visits
by MOIC alongside accredited evaluators from the private

sector
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Developing digital transformation plans and
adopting applications of the fourth industrial

revolution based on SIRI standards
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Smart Industry Readiness Index
PROCESS TECHNOLOGY ORGANIZATION

Operations Supply Product Automation  Connectivity Intelligence Talent Structure &
Chain Lifecycle Readiness Management
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Shop Floor Workforce Intre- and Intra-
5 Learning & Company

Development collaboration
Integrated 13 14

Product Enterprise
Lifecycle 8

Vertical Horizontal
Integration Integration

Leadership Strategy &
Competency Governance

15 16

Facility

5 4 3 2 1

Assessment Levels
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Operations is first block of the industry readiness index which assessment both operations (vertical
integration) and supply chain (horizontal integration). The SIRI framework also considers the complete
(integrated) product lifecycle of an organization's manufactured goods.
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The first pillar of the Siri methodology includes all planning and D

implementation processes that lead to the production of

finished products. The goal is to convert raw materials and 0

effort into products and services at the lowest costs. Vertical
Integration is the integration of processes and systems across
all hierarchical levels of the automation pyramid within a
facility to establish a connected, end-to-end data thread.
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Intelligent Automated Integrated

1. Production place

assets are embedded

in an Ethernet

network to self-fetch

and analyze
visualizations from
data.

2. Big data and
advanced analytics
are used to optimize
operations to an
optimal level and
help adapt to any
diffraction in the
production
environment. Such
as: predictive
maintenance.
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1. Work orders resulting
from a sales order are

handled directly
where they are
managed, verified,
planned and then
transported to the
place of production
(self-production).

2. Resource planning
and technical

production processes

are managed and
implemented in
separate ways
through process
technology (OT) and
information
technology (IT)
systems such as
Advanced Planning
and Scheduling
System (APS).
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1. ERP processes and
technical production
processes are

connected through a

specific
communication
protocol and data
transmission is
managed and
implemented

seamlessly in the
operating
environment

. Operations

Technology (OT) and
Information
Technology (IT)
systems are
integrated into a
unified operating
system. Management
and transmission of
information is carried
out digitally.
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1. Process Technology

(OT) and Information

Technology (IT)
systems are used to
manage and
implement resource
planning and
technical production
processes such as:
Enterprise Resource
Planning (ERP),
Warehouse
Management System
(WMS), Quality
Management System
(ams),
Manufacturing
Management System
(MES) etc.

. Production processes

are implemented
using Process
Technology (OT)
systems and
technology
Information (IT) such
as: control panel
(DCS), (HMI), (SCADA)
and other.
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1. Standard Operating
Procedures (SOPs)
Knowledge to
manage and
implement resource
planning and
technical production
processes using
elementary tools
such as: Paper

Business Procedures -
Product Tracking
Paper.

. Manufacturing and

Quality Records are
managed by paper
systems such as
registration manuals
and then manually
transferred to the
initial tools used such
as Excel files.
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Standard operating
procedures (SOPs) such
as business processes
and production planning
procedures are not
defined for resource
planning and technical
production processes.
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The second pillar of the Siri methodology is the planning and
management of raw materials and storage of factory products

and services from the beginning of manufacturing to use by

buyers. Horizontal Integration is the integration of enterprise
processes across the organization and with stakeholders along

the value chain.
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2) Horizontal Integration
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Intelligent Automated Integrated

1. Supply chain
operations are self-
managed by sharing
information with
both the factory
itself and the
external supply
chain.

2. Big data and
advanced analytics
are used to optimize
operations to an
optimal level and
help adapt to any
diffraction along the
supply chain. Such
as: supplier
performance
dashboard.
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1. Operations are
connected through
a specific
communication
protocol and data
transmission is
managed and
implemented
seamlessly along the
supply chain.

2. Robotic Process
Automation (RPA) is
used to automate
supply chain
processes such as:
Logistics and
procurement
management.

Process .2
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1. Supply chain
operations are
connected through
a specific platform
and data
transmission is
managed and
implemented
seamlessly
throughout the
chain.

2. Supply chain
operations are
integrated and
interconnected with
external suppliers
and customers
(Electronic Data
Interchange EDI).

1. Information
technology (IT)
systems such as ERP
and SCM are used
to manage and
execute supply
chain operations.

2. Purchase orders and
sales orders are
managed and
organized with
suppliers through IT
systems such as E-
Procurement.
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Data of supply chain
operations such as:
procurement, sourcing,
supply chain
management, logistics
and others managed
with raw tools such as:
paper, Excel.
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Standard operating
procedures and
policies are not defined
for supply chain
operations such as:
procurement and
sourcing.
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3) Integrated Product Lifecycle

Integrated Product Cycle is the integration of people, processes,
and systems along the entire product lifecycle, encompassing
the stages of design and development, engineering, production,
customer use, service, and disposal.
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Intelligent Automated Integrated

1. Product lifecycle

Digital twins and Big 1. There is a platform 1. Digital tools such as: 1. Design data and 1. Standard operating

data are used to
optimize product
lifecycle processes.

to manage the
processes of the
product life cycle
and the platform
manages changes in
product
specifications and
reflects them on
various entities and
stakeholders

. Robotic Process

Automation (RPA) is
used to automate all
processes of the
product lifecycle.

processes
Connected through
a platform to
manage them. Data
transmission is
managed and
implemented
seamlessly in a
manufacturing
environment

. Product lifecycle

processes integrated
through a system
such as ERP.

2.

CAD, CAM and
others are used to
manage and
implement
processes for the
product lifecycle
such as: research
and development
(R&D), design,
manufacturing,
customer service,
etc.

Customer feedback
is aggregated and
managed using
digital tools (e.g.
CRM system).

engineering data are
documented in
primary ways such
as: paper systems,
Excel files, etc.

. Communication

between
departments is
carried out in
primary ways such
as: e-mail, paper
communication, etc.

procedures (SOP)
for undefined
product lifecycle
processes such as:
design data, product
bill of materials
(BOM, etc.

. Product lifecycle

processes are
managed and
implemented only
based on individual
human experience
and knowledge.
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Technology is second block of the industry readiness index which assessment both operations (vertical
integration) and supply chain (horizontal integration). The SIRI framework also considers the complete
(integrated) product lifecycle of an organization's manufactured goods.

alalltFACTORIES
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The automation pillar in the Siri methodology has 3 dimensions,
namely automation of production equipment and systems,
automation of administrative departments, and automation of
utility systems. Shop Floor Automation is the application of
technology to monitor, control and execute the production and
delivery of products and services, within the location where the
production and management of goods is carried out.
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Equipment, machinery
and programming
systems are integrated
using analytics to

autonomously
optimize processes

according to changes in
the surrounding work

environment.

Al g YY) g il

el A )l diail (4
4) Shop Floor Automation

KHEPOR-E2% PP P S RPRTIVE- SRV PR P &% S SPPEN
Al |l ) Aadail Al 5 A 5oyl Aludd) Al 5 Z Lyl ot
Ll 2 5 A8 s 5 A8 sl Lom o) S (Sl 4 i) A
81l 5 L) 4 2y A ad sl Jals ¢ cleadll y clatiall alasi s

IS

Loy Joawtl) gy dna il

1 jra il yoad Gusas e

bl

syl al el 1 i aliyl il leel] 1 i aluyl el el ]

Ui JelSIL izl B Bip 5 G SR AR B B 5 5B

& sanill g lag SV Gl 2ally el d_"u) —
AN Ll ) aladiuly (e A e Al Sagpdia (CNCY

A sall A sl cillee Lyha e clip Silaaall e sacl e

(i 5n JS A Sl - penl 2 il YY1

sl LS 5l Je Al Aaa i

Equipment, machinery
and programming
systems can self-
modify when defined
changes occur.
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1. Fully automated

production
processes such as

assembly lines using

robots.

. Partially automated

material handling
processes such as
machine-guided
vehicles and cranes
programmed in

warehouses to fetch 2.

and store materials.
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1. Repetitive
production
processes are
automated with
equipment,
machines and
programmed
systems such as:
robots on assembly
lines - automated
augers.

Material handling in
production halls and
warehouses is done
manually, such as
the use of forklifts
and giant cranes.
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1. Repetitive

production
processes are

partially automated

(e.g. CNC machines)
where there is the
help of equipment,
machinery and
programmed
systems.

. Material handling in

production halls and
warehouses is done
manually, such as
the use of forklifts
and giant cranes.
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Non-automated
production and
ancillary processes
such as: manual
production lines -
manual turning.
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5) Enterprise’s Automation

Enterprise Automation is the application of technology to

monitor, control and execute processes, within the location

where the administrative work is carried out. These processes (]
include, but are not limited to, sales and marketing, demand

planning, procurement, and human resource management and

planning.
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Facility management
systems are integrated
with production place
and administrative
systems and use
analytics to self-
optimise processes
according to changes in
the surrounding work
environment.
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Fully automated facility 1. Fully automated

management
processes with systems
that are easy to modify
to meet new
requirements.

facility management
processes through a
Building
Management
System.

. The collection of

information from
utilities is
completely
automated using
digital tools such as:
sensors, SCADA, etc.

L fy il
gy gl alai uly
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1. Most facility
operations such as:

(compressors,
heaters, water
desalination, etc.)
are automated
through a facility
management
system Building
Management
System.

2. The collection of

information from
utilities is done in
part using digital
tools such as:

sensors, SCADA, etc.

N PSP P R
.Excel

management
processes are
partially automated
using systems such
as PLC to control
HVAC systems.

. The process of

collecting
information, data
and indicators from
various facilities is
done with
elementary tools
such as Excel.

1. Facility

Administrative
processes are not
automated and are
done in paper form
Supplier management
in terms of plans,
invoices, etc. is done
through simple
communication
channels such as :
telephone —fax.
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6) Facility's Automation

Facility Automation is the application of technology to monitor,

control and execute processes within the physical building

and/or premises where the production area is located. These (]
processes include but are not limited to the management of

HVAC, chiller, security, and lighting systems

Lt pSaill g lloall 480 sad L o) 500 Gondas o (381 el e
Aalaia Lggd ol ) Sl 5/ 5 alaall il Joals Ladgini
Aabaif 5l yean s JEa) s Ao cililaadl o3a Jadii zluy)

Belaa¥ls e a5 el juall 5 eol sell CanSi g A geill Al

Gl yall 5 la) A alaif Gt yall 3 la) il lac il pall 3 la) cllee ] Gl cllee alaaa 1 il pall 3 la) cillee ] G-dlpall B la) cillee ]
oS ahifl pe AldSie Al LS A S e JalSIG A e ) pall) sJ i i JSiy A idise Sy ity Aidie e
Loyl k¥l zlay)  Gd sl e Joaal Jo 5,000 I D& ol ddas cclila ) ) Jie Aalail aladsaly b s e s
e sl o585 syl clllidl oo Building -8l e Aidine (La Lyt Al 8 WSaslipLC e Gl yall e
Sy il lenll ) Management Bla) pldas & el y cpa—uall L) 33yl
L 5 ) pll g .System Building &8 all il Gl slaall pen e 2
Al Jaall e Sl glaall ien 2 Management Clasbed) pandlee 2 @l Gally bl
Sy LIS 21y 340 al) .System iy pall 5 sl i Aaliaa) Gl ) g
f\&_ut.,.‘_ssg_.,):g O el an 2 L8 AR BB el e s JSa
e iy il L iy (30l TP S P [

SCADA «l—uluall
Y]

A ) @l sl aladi oy
il el i J e
. 2 5 SCADA

.Excel

omeed | e | e | e

1. Most facility 1. Facility
operations such as: management
(compressors, processes are

1. Facilities
management
processes are not

Facility management
systems are integrated
with production place

Fully automated facility 1. Fully automated
management facility management
processes with systems processes through a

and administrative that are easy to modify building heaters, water partially automated automated and are
systems and use to meet new management desalination, and using systems such done manually such
analytics to self- requirements. system. other) are as PLC to control as opening and
optimise processes 2. The collection of automated through HVAC systems. closing board for
according to changes in information from a facility 2. The process of facilities by
the surrounding work utilities is management collecting technicians.
environment. completely system Building information, data 2. The process of
automated using Management and indicators from collecting
digital tools such as: System. various facilities is information, data

sensors, SCADA and
others.

2. The collection of

information from
utilities is done in
part using digital
tools such as:
sensors, SCADA and
others.

done with
elementary tools
such as Excel.

and indicators from
various facilities is
carried out in paper
form.
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Connectivity is the most important pillar for the success of
digital transformation, as when there is connectivity between
different systems, it enables and facilitates the transfer of
information between them. The connectivity pillar in the Siri
methodology contains 3 dimensions, namely the connection
and interconnection of production systems equipment, the
communication of administrative departments, and the
connection of utility systems. Shop Floor connectivity is the
interconnection of equipment, machines and computer-based
systems, to enable communication and seamless data
exchange, within the location where the production and
management of goods is carried out.
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Unified 1J—ia
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Ayl field  bus: J—ie

collaborative :J%
s (COBOT), robot

. Existing networks
can be easily and
quickly modified to
adapt to any
modification in the
components of
computer-based
equipment,
machinery and
systems such as:
collaborative robot
(COBOT) or
automated guided
vehicle (AGV).

. Adaptive and non-
platform-based
systems (operable
on more than one
platform) that can
exchange
information through
different systems.

PA e (il
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.Interface

. Systems can

exchange
information in real
time via WIFI and
information can be
accessed remotely
(such as: phones
and tablets) through
smart applications
such as API Interface

. Information is

transmitted to
computer-based
equipment,
machines and
systems through
real-time
communication
systems such as:
RFID tracking"

Architecture -
&2 s DMZ VLAN

and secure

. Computer-based

equipment,
machinery and
systems exchange
information through
an encrypted digital
platform such as:
Unified Architecture
- DMZ VLAN and
others.

. Security testing and

risk assessment of
systems is carried
out periodically and
SSLis used to
encrypt and protect
computer-based
equipment,
machinery and
systems.
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1. Computer-based
equipment,
machines and
systems are able to
interact and
exchange
information with
centralized systems
to monitor and
follow up operations
such as: direct
contact with SCADA
- MES and others.

2. Equipment,
machinery and
programming
systems exchange
information
between them
through a specific
communication
protocol such as:
MTConnect - XML-
Based standard -
OPC and others.

.VLAN

automated guided o el Jimn 2 iy Gl lgsl) 2 MES - SCADA i sl addha
.vehicle (AGV) VYl ) iadaiy) e jhlad) s e syl 1) (555 1
s daSied il 2 e saaiadl dadai¥l ks 550 ISy oy AWV el 2 ) ape )
iiale e 33 aiea DA e gl PEIRPRECIV ol daa ol dalail A = CNC 2asle
e Jeall 4L5) 3330 I Jlatyl Aol Gl aall A leas Lgin Lo il gleall 250 A0S aala
(f—aie e I RFID  :d-ie bl E SN N PR N[ Y JsS 5850 Gab e
O K S 5 S .tracking isnaSll e sadinall (Jte drae Jal g
Aakail I il sleall MTConnect -
LAdliaa XML-Based
standard — OPC
Lo
Scalable Real-time Interoperable Connected

1. Computer-based

equipment,
machinery and
systems connected
to alocal IT
network through
communication
protocols such as:
field bus and VLAN.

. Information is

transmitted through
a central network
server such as:
Design dimensions
are transmitted to
the CNC machine
through a unified
network server.

Computer-based

equipment, machinery

and systems are
managed by separate
systems that operate
individually and are
not connected to a
local IT network.
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Enterprise Connectivity is the interconnection of equipment,
machines and computer-based systems, to enable
communication and seamless data exchange, within the
location where the administrative work is carried out.
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Scalable

1. Existing networks
can be easily and
quickly modified to
adapt to any
modification in the
components of
computer-based
systems.

2. Having an
integrated planning
system that takes
the whole chain
(End-To-End) from
sales forecasting to
production planning
and logistics.
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Real-time

1. Systems can interact

and exchange
information with
external and
internal
stakeholders in real
time.

. When diffraction is
detected, the
administrative or
support team
intervenes
immediately to
resolve the problem
remotely.
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Interoperable

and secure

1. Computer-based

systems exchange
information through
an encrypted digital
platform such as:
Integrated
Enterprise Platform.
. Security testing and
risk assessment of
systems is done
periodically, and the
SSL system is used
to encrypt and
protect computer-
based systems.

1. Computer-based

systems are able to
interact and
exchange

information with the

administrator's
platform such as:
Integrated
Enterprise Platform.
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Connected

1. Computer-based

systems are
connected to a local
IT network through
communication
agencies such as:
TCP/IP.

2. Information is

transmitted through
a central network
server Example: The
supply team can
access inventory
quantities through a
connected server.

Computer-based
systems are managed
by separate systems
that operate
individually and are all
not connected to a
local IT network.
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Facility Connectivity is the interconnection of equipment,

machines  and

computer-based

systems,

to enable

communication and seamless data exchange, within the
physical building and/or land plot where the production area is

located.
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Scalable

1. Existing networks
can be easily and
quickly modified to
adapt to any
modification in the
components of
computer-based
equipment,
machinery and
systems.

. Adaptive and non-
platform-based
systems (operable
on more than one
platform) that can
exchange
information through
different systems.
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Real-time

1. Systems can

exchange
information in real
time via WIFI and
information can be
accessed remotely
(such as: phones
and tablets) through
smart applications
such as API
Interface.

. When diffraction is

detected, the
administrative or
support team
intervenes
immediately to
resolve the problem
remotely.
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Interoperable

and secure

. Computer-based
equipment,

machinery and
systems exchange
information through
an encrypted digital
platform.

. Security testing and

risk assessment of
systems is carried
out periodically and
SSLis used to
encrypt and protect
computer-based
equipment,
machinery and
systems.
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1. Computer-based

equipment,
machinery and
systems are able to
interact and
exchange

information with the

central facilities
management

system such as: BMS 2.

- PLC -SCADA and
others.

. Equipment,
machinery and
programming
systems exchange
information with
each other through
a specific
communication
protocol.
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Connected

Computer-based
equipment,

machinery and
systems are
connected to a local
IT network through
communication
agencies such as:
field bus and VLAN.
Information is
transmitted through
a central network
server such as:
temperature,
humidity, air
pressure, and
others.
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Computer-based
equipment, machinery
and systems are
managed by separate
systems that operate
individually and are
not connected to a
local IT network.
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The intelligence of devices, equipment and systems is the
backbone of new technologies, as one of the engines of the
Fourth Industrial Revolution is artificial intelligence and the
ability of devices, systems and equipment to make different
decisions based on variables. The intelligence pillar contains 3
dimensions, namely the intelligence of production equipment
and systems, the intelligence of administrative departments,
and the intelligence of utility systems. Shop Floor Intelligence is
the processing and analysis of data to optimize existing
processes and create new applications, products, and services,
within the location where the production and management of
goods is carried out
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Adaptive Predictive -time el eI Computerized
secure
Computer-based 1. Computer-based 1. Computer-based The presence of a 1. ITand OT systems Data processing and
machines, equipment machinery, machinery, visual performance are used to process  analysis is done
and systems can equipment and equipment and monitoring board for data. manually through the

diagnose problems and systems can predict systems determine production that alerts 2. Computer-based human element.

predict the future
situation through
advanced analysis
techniques such as:
artificial intelligence
(Al), predictive
analysis, systems
capable of
understanding and
translating normal
human language

processing, machine
learning, and others,
and all of this can make

decisions
autonomously

according to changes in
operating conditions.

the future state of
assets and systems
by analyzing data
such as: predictive
maintenance,
predictive planning,
and others.

. Implement solutions

to analyze time
series data analytics
for predictive
maintenance from
data collected from
loT-linked intelligent
sensors.

diffraction and also
provide analysis of

root causes such as:

condition-based
monitoring.

. Apply Statistical

Process Control to
alert operators
when iodine occurs
and provide root
cause analysis.

operators when
diffraction occurs
compared to
predefined parameters
such as: machine stops,
poor quality, change
time and others. All of
them take their data
from the PLC.

machinery,
equipment and
systems take

messages from PLC.
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Enterprise Intelligence is the processing and analysis of data to
optimize existing administrative processes and create new
applications, products and services.

Q
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Adaptive

Computer-based
machines, equipment
and systems can
diagnose problems and
predict the future
situation through
advanced analysis
techniques such as:
artificial intelligence
(Al), predictive
analysis, systems
capable of
understanding and
translating normal
human language
processing, machine
learning, and others,
and all of this can make
decisions
autonomously
according to changes in
operating conditions.
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Predictive -time

1. Computer-based

machinery,
equipment and

systems can predict

the future state of
assets and systems
by analyzing data
such as: predictive
maintenance,

predictive planning,

and others.

. Implement solutions

to analyze time

series data analytics

for predictive
maintenance from

data collected from
loT-linked intelligent

sensors.

[any

N

Diagnostic and

secure

. Computer-based

machinery,
equipment and
systems determine
diffraction and also
provide analysis of
root causes such as:
condition-based
monitoring

. Implement building

management
systems (BMS) to
alert responsible
persons in the event
of diffraction and
provide root cause
analysis.
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.PLC
Computerized
1. Computer-based 1. ITand OT systems Data processing and

machinery, are used to process  analysis is done
equipment and data. manually through the
systems can 2. Computer-based human element.
automatically machinery,

generate alerts in
case of deviation
from specific
parameters such as:
Error on the outside
of the compressor

2. The presence of a
visual performance
monitoring board
for production that
alerts the
responsible persons
when diffraction
occurs compared to
predefined
parameters such as:
gastric stopping,
excessive heat and
others through the
PLC.

equipment and
systems take
messages from PLC.
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Facility Intelligence is the processing and analysis of data to
optimize existing processes and create new applications,

products and services,
premises where the production area is located.

within the physical

building and

Q
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Adaptive

Computer-based
machines, equipment
and systems can
diagnose problems and
predict the future
situation through
advanced analysis
techniques such as:
artificial intelligence
(Al), predictive
analysis, systems
capable of
understanding and
translating normal
human language
processing, machine
learning, and others,
and all of this can make
decisions
autonomously
according to changes in
operating conditions.
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Predictive -time

1. Computer-based

machinery,
equipment and
systems can predict
the future state of
assets and systems
by analyzing data
such as: predictive
maintenance,
predictive planning,
and others.

. Implement solutions

to analyze time
series data analytics
for predictive
maintenance from
data collected from
loT-linked intelligent
sensors.
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Diagnostic and

secure

. Computer-based

machinery,
equipment and
systems determine
diffraction and also
provide analysis of
root causes such as:
condition-based
monitoring

. Implement building

management
systems (BMS) to
alert responsible
persons in the event
of diffraction and
provide root cause
analysis.
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.PLC

. Computer-based

machinery,
equipment and
systems can
automatically
generate alerts in
case of deviation
from specific
parameters such as:
Error on the outside
of the compressor
The presence of a
visual performance
monitoring board
for production that
alerts the
responsible persons
when diffraction
occurs compared to
predefined
parameters such as:
gastric stopping,
excessive heat and
others through the
PLC.
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IT and OT systems
are used to process
data.

. Computer-based

machinery,
equipment and
systems take

messages from PLC.

Data processing and
analysis is done
manually through the
human element.
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Technology is third block of the industry readiness index which evaluates a company’s structure and
management by considering both the inter- and intra-company collaboration and the strategy and

governance. The organization aspect also looks at talent readiness, which consists of the workforce learning
and development, and the leadership competency.
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For the success of any project, especially digital transformation
projects, the presence of ability, efficiency and talent for all
workers in the system, which is one of the basics that every
organization must work on. The talent readiness pillar has two
dimensions: workforce education and development and
leadership competency. Workforce Learning & Development
“L&D” is a system of processes and programs that aims to
develop the workforce’s capabilities, skills and competencies to
achieve organizational excellence.
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1. The L&D curriculum

1. The company 1. The company has a 1. The company has a 1. There is a formal 1. There is no formal

is regularly reviewed
to incorporate
future skills
requirements.

. The company has
partnered with
academic
institutions,
technology
providers, suppliers
and customers to
accelerate the
digital capabilities of
the workforce.

regularly analyzes
gaps in employees'
skills through formal
opinion finding
methods and
engagement plans.

. Training programs
are restructured and 2.

improved based on
stakeholder
feedback.

continuous
education and
development
curriculum to
enhance and
expand the skills of
employees.

There is a specific
approach to career
development for all

jobs in the company.

structured approach
to employee
education and
development.

. The company

adopts continuous
learning that
elevates the skills of
the workforce to the
skills of the Fourth
Industrial

Revolution (such as
data analytics, big
data) and others.

learning and
development
curriculum that
trains new hires
(e.g. training for the
new job).

2. Staff training is

limited to the skills
required to perform
their own tasks.

development and
education
curriculum to
familiarize workers
with new tasks and
train them.

. The skill set of each
employee acquires
in informal ways
such as: notes,
verbal
communication, and
others.
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ALl 5Ll (14
14) Leadership Competency

Leadership Competency refers to the readiness of the
management core to leverage the latest trends and
technologies for the continued relevance and competitiveness
of the organization.
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Adaptive

1. Adigital
transformation
office with clear
ownership, roles
and accountability.

. Management team
proactively adapts
organizational
transformation
framework based on
changing trends of
the Fourth Industrial
Revolution.
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Independent

1. The management

team has
successfully
implemented the
Fourth Industrial
Revolution pilot
solutions in
operations and can
scale solutions to
other sectors.

2. The company was

recognized as an
example of the
Fourth Industrial
Revolution with the
latest concepts and
requirements.
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Semi-dependent

1. The management

team is fully
informed and has a
strategy for the
Fourth Industrial
Revolution to
transform the
company. But they
rely on external
partners to provide

advice to implement

the concepts and
technologies of the
Fourth Industrial
Revolution.

2. The management

team works with
external partners to
implement the
company's specific
Fourth Industrial
Revolution
transformation
strategy.
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1. The management
team understands

the principles of the

Fourth Industrial
Revolution and is
informed about
technologies such
as: digital twin,
machine learning
and others that can
be implemented.

2. The management
team is able to

explain and describe

the benefits of the
Fourth Industrial
Revolution such as
reducing costs,
improving
productivity and
others.
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Limited

Understanding

1. The majority of

department heads
have limited
awareness of the
latest technology
trends and
capabilities.

. Awareness of the

latest trends and
technologies of the
Fourth Industrial
Revolution is
through
improvisational
channels (e.g. news,
magazines, etc.).
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Unfamiliar

1. The management

team is not familiar
with the latest
trends and
technologies (such
as the Fourth
Industrial
Revolution, Big
Data, Machine
Learning (ML) and
others).

2. The management

team is unable to
describe the
difference between
the third industrial
revolution and the
fourth industrial
revolution.
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Management is defined as a set of principles related to
planning, organizing, directing and controlling all the company's
resources from human capital to financial and technical
resources. For the success and progress of any company, the
organizational structure, governance and basic principles in the
way of dealing must be clear. It is important to measure the
extent of cooperation of the company's departments and the
clarity of the management methodology regarding digital
transformation processes to know the company's capabilities in
this pillar. This pillar contains two dimensions: the culture of
internal and external cooperation, strategy and governance.

15

Lelalay S LA G o sladll (15
) Inter- & Intra- Company Collaboration
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1. The organizational
structure is
horizontal, and
decision-making is
fast among various
internal
stakeholders.

2. Teams coordinate
with suppliers in
real time through
remote systems,
and cost and
benefit savings are
shared with
suppliers.
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1. Employees are
empowered to
make decisions
between teams in
order to effectively
address the
organization's goals.

2. KPIs and rewards

are shared between
different business
areas for task and
project delivery.
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1. The horizontal

structure model
empowers teams to
make decisions

LGN O o stadll

1. Teams are formed
across different
business sectors and
tasks are carried out
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1. Periodic meetings
such as: (Toolbox
talk ), quality
improvement team

2.

within their
respective domains.
Purchasing and sales
departments work
together to create
demand forecasts to
improve inventory
management.

. Teams collaborate

with suppliers to
improve the quality
of raw materials.

in integrated
groups.

2. The company uses
digital tools and
platforms such as:
project
management tools,
operations
management, and
others. to facilitate
collaboration
between teams.

28

meeting and others
are scheduled and
held and discussions
are clarified through
email or internal
forums.

There are standard
operating
procedures (SOPs)
to communicate
with external
partners such as:
suppliers,
customers, and
others.

Communicating Informal

1. Teams only conduct

discussions when
there is a problem
with the factory.
Otherwise , no
regular meetings are
held.
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Strategy & Governance is the design and execution of a plan of
action to achieve a set of long-term goals. It includes identifying
priorities, formulating a roadmap, and developing a system of
rules, practices and processes to translate a vision into business
value.
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Adaptive m Implementation

1. The strategy is The company has The company has
implemented and dedicated a team to started to roll out pilot
reviewed regularly oversee the proof of initiatives in certain
to incorporate the concept and expand areas.
latest developments into other key areas to
in technology. maximize benefits.

2. Action plans and
lessons learned are
documented and
also taken into
account in future
investments and
strategies.

A sall 5 Ayl Y (16
16) Strategy & Governance
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1. Develop a The company intends The company has no
transparent to implement some intention of applying
governance process  technologies of the the technologies of the
to guide Fourth Industrial Fourth Industrial
development and Revolution in its Revolution.
implementation factories.

efforts for the smart
transformation of
the factory.

2. Setting priorities
and formulating a
strategy to create a
factory of the
future.
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